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National Digital Mammography Archive

What is NDMA?

A fully integrated test bed demonstrating the feasibility of a
national breast imaging archive

Network infrastructure to
support digital mammography
using NGI technologies

A system that allows access to

prior mammograms and i
appropriate records no matter DIAGNOSIS -
where the prior exams were - J
performed FORMA

A system that collects, processes, ~ NETWORKING

stores, manages, indexes and
retrieves records
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Na.tional Digital Mammography Archive

Test Bed Goals

Build an infrastructure that would allow patient records to be
available wherever the patient was being treated

Build an infrastructure that would allow large digital mammograms

to be moved efficiently

Build the infrastructure to
be scalable to a national
level and useful for all
medical modalities

Ensure that we meet the
clinical needs while
protecting patient privacy
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National Digital Mammography Archive

Regional

The NDMA Concept

\
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Area Archives would
serve several local
facilities

Regional Archives
would serve as back-up
and long term storage
for several Area
Archives

Regional Archives
could serve as back-up
for each other and also
route and/or manage
requests at a national
level



National Digital Mammography Archive

With this concept implemented, a facility in California would have
access to patient records in Texas virtually instantly.

\
D
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The request would originate in
the Texas facility, and be
forwarded from the South
Area Archive to the Mid
Regional.

The request would then be
forwarded from the Mid
Regional to the West
Regional, which locates the
record from the West Area
Archive. The records would
be returned via the same
route.



National Digital Mammography Archive

Archive Storage

When DICOM objects are sent to the Archive:

The DICOM Objects are stored exactly as they
were received

Information about those objects is stored in a
central metadata index

The indexes contain both patient
demographical data and clinical history and
findings characteristics

This allows the Archive to search all records
by either patient information or clinical
characteristics
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National Digital Mammography Archive

Portal
Design
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National Digital Mammography Archive

Research Views e —
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Dual Host Configuration

National Digital Mammography Archive

Hospital The first component of a Portal is the

PERIMETER HOST. It connects to the
hospital network. This system is highly
restricted as to what types of
communication it allows.

el
Digital |
Acquisition || |

Devic%’,,.

-

e =

ospital

etwork N\-.\_‘___”

\R e __Hf'

Viewing
Station

This computer accepts only Web requests
for records over HTTPS and DICOM
storage requests. It also moves returned
records to the hospital devices via DICOM.
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The second component is the Secure Host. It
is also connected to the hospital network.

Nation.ti.f Digftal' Mammography Archive

Hospital

However, the ONLY communications allowed
over this network interface is to the archive
across the hospital system through the public
network via a private tunnel (Virtual Private
Network).

Dlgltai .
AchISIt

M
a 1 NDMA
ospital -II"'N /'II ARCHIVE
etveork \-\_‘___” ___._,//

Viewing
Station

These two boxes communicate to each other
via a private network between an additional
set of network cards in each machine.
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National Digital Mammography Archive This configuration allows a high degree
of security since the communications are
tightly controlled and functions are

Hospital

/ separated.
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National Digital Mammography Archive

Additional Services

The Local Area Archive Design Supports the
Capability to Provide Additional Services

Computer Aided Diagnosis (CAD) services

*Application of algorithms to reduce variability

*Front-end pre-processing using Focus-of-Attention Region (FAR)
algorithms

*Potential centralized service over the network

*Auto-training of CAD algorithms

Education and Training

*Storing annotated cases for both clinical and research
and training
*Future Archive management of teaching cases

Research |

*Ability to search for records based on disease or history
provides unique research opportunity

‘NDMA database provides an opportunity for epidemiological studies
to monitor the process of breast screening 318 Zamatia and BE13 Hobcomedor 801

ncomedo: Solid
Corg Dlopay
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The NDMA System

National Digital Mammography Archive

We were able to connect

- () v rororio six facilities to an Area
(Chaets) Archive via the Internet2
CH' system.
W» k N.Y. GigaPop
@V Chicago PeeTNy PO | 14 i % The Area Archive resides at the
N & University of Pennsylvania

Working clinical portals are installed at:

*Sunnybrook and Women'’s College Health
Sciences Centre in Toronto

*Hospital at the University of Pennsylvania
*University of North Carolina Hospital
*University of Chicago Hospital

@) Development portals are installed at:
@D\,fw *The Y-12 National Security Complex at Oak
Ridge, Tennessee
*National Scalable Cluster Project at the
University of Pennsylvania

Atlanta GigaPop
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National Digital Mammography Archive

Accomplishments

Delivered digital images over long distances expeditiously

Four test beds are operational over a large
geographical distribution connected by
Abilene, ESNet, and CA*2

Established a working Area Archive

From April — July the Area Archive stored
11,138 patient records

Established a Regional Archive

During May the Regional Archive reached
a goal of over a Terabyte per week of test
record storage

Ensured patient confidentiality throughout the system
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National Digital Mammography Archive

Highlights of the NDMA Implementation

Security

Attention to patient privacy and compliance with HIPAA requirements
was built in to the infrastructure and applications from concept to

implementation
r .v.

R

Use of VPN encryption over
public networks, dual-host
portal configuration, and
secure application design
were critical to the security
of the system
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NDMA Highlights of the NDMA Implementation

National Digital Mammography Archive
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Highlights of the NDMA Implementation
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National Digital Mammography Archive

Lessons Learned

The concept of the
NDMA is viable

This project generated
a significant amount of
interest, both from
clinical and research
professionals and from
the radiology
community as a whole

Commercialization seems a real possibility
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National Digital Mammography Archive

Lessons Learned

Use of Smart Cards

The technology worked well to provide the desired functionality

However, in the environment in which the test bed operated, it
became a management problem

Users often forgot their PINs and many cards were locked with
unsuccessful attempts

A biometric for unlocking the cards — or a
biometric for authentication - would have been
a better choice for this environment

August 26, 2003 NDMA Phase Il Final Briefing
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Na.tional Digital Mammography Archive

Lessons Learmed
VPN performance

Because the VPN was implemented on a network card, we were limited to the
bandwidth that the card supported, which in this case was 100 Mbps.

Therefore, we were unable to take advantage of the higher
speed ATM links (OCS-12, 622Mbps) several sites had to the

Internet.
In practice, this was not an issue, as the VPINs . ihe '
achieved their purpose in providing o . | P
confidential, authenticated communication ' » |\ ° o! = *;//
between the sites. - NG
L .- : f'*

Typical performance was up to 45Mbps ~ * ~* " P _ / '
between site due to congestion on the = . e 3 e
Internet, so the cards were not the 5t Y P
limiting factor. { 3

| o’
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Lessons Learned

DICOM Structured Reports

We observed a change in prevailing
expectations about the role of DICOM SR in

diagnostic imaging.

DICOM SR'’s role will be more focused in
specialty domains, while mainstream
diagnostic reporting in radiology will more
likely remain in information systems using
primarily Health Level Seven (HL7) standards.

We solved many of the problems of storing
coded data and using it to find reports and
images, but more work is needed to clarify the
handling of exam content in NDMA data.
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Lessons Learmmed

Standards Based Design

One reason we chose Mammography was that
standards had already evolved for radiology and
mammography (BiRADS and DICOM).

Use of these standards provided us a basis for
design of storage and messaging components.

Our goal was to design a central lexicon based on
these standards that would serve mammography
but also support evolving standards as well as
expansion to other modalities.

Because the final implementation was based on a
strict interpretation of the standard, we validated
the need for a common medical lexicon/data
model.
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National Digital Mammography Archive

Lessons Learmmed

Portal Functionality

Original concept was simple “Wall Plug” Portals

Record Storage
Indexing
Search/Retrieval
Data Set Tracking
Patient Consent
Patient Linking
Auditing

As development proceeded, requirements evolved to keep Archives simple.

This resulted in functions being pushed down to Portals

Record Storage
Indexing
Search/Retrieval

Patient Grouping

i

i Data Set Tracking
Patient Consent
Auditing

August 26, 2003 NDMA Phase Il Final Briefing
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Lessons Learmmed

Portal Functionality

What was needed was a solution such as a Web Service that
would allow both Portals and Archives to remain simple with

focused functionality.

Record Storage
Indexing
Search/Retrieval

= Request Management
i Patient Linking/ID
Consent 4> Data Set Tracking

Auditing
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Na.tional Digital Mammography Archive

What Sets NDMA Apart?

Records across geographically dispersed locations are instantly
available wherever the patient is being treated

Report data is coded in a central metadata index so that searches
are not limited to patient demographics but can be searched by
finding characteristics

Images and reports are managed across healthcare
enterprise boundaries

Security is integrated across the system to insure
privacy and confidentiality

August 26, 2003 NDMA Phase Il Final Briefing
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The NDMA Team

UNIVERSITY OF
ST AT

Uiniversity of Pennsylvania Health Svstem Sunnyhroak and Wamer's Collage Health Sclences Canire

Mational Scalakble Cluster Prajoct NAT‘[DNM

LIBRARY OF UN
SC MEDICINE,

i N =

HEALTH CAR

yi2

Natranal Secuw/ty Complex

Liidveven e o e

I‘Itechnology

M THE UNIVERSITY OF CHICAGO

HOSPITALS & HEALTH SYSTEM

This research is funded by The National Library of Medicine, under
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August 26, 2003

Questions

Mitchell D. Schnall, M.D., PhD
schnall@oasis.rad.upenn.edu
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