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What is HIPAA?

» Health Insurance Portability and
Accountability Act of 1996

» Originally for health care reform
» Portable Health Insurance

» Now, it is about the CONFIDENTIALITY of
Personal Health Information in all forms.
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The Constitution
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and establish this CONSTITUTION for the United Stafes of America.

e

SECTION 1. All legislative Powers herein granted shall be vested in a Congress of the United States, which sball consist of a Senate and House of Repre-
sentatives.
SECTION 2. The House of Representatives shall be composed of Members chosen every second Year by the People of the seueral States, and the Electors in
each State shall bave the Qualifications requisite for Electors of the most numerous Branch of the State Legislature.

No Person shall be a Representative who shail not bave attained to the Age of lwenty-five Years, and been seven Years a Citizen of the United States,
and who shall not, uben elected, be an Inbabitant of that State in which be shall be chosen.

Representatives and direct Taxes shall be apportioned among the several States which may be included within this Union, according to their respective
Numbers, which sball be determined by adding to the whole Number of free Persons, including those bound to Service for a Term of Years, and excluding Indians
not taxed, three [ifths of all otber Persons.] The actual Enumeration shall be made within three Years after the [irst Meeting of the Congress of the United States,
and within every subsequent Term of ten Years, in such Manner as they shall by Law direct. The Number of Representatives shall not exceed one [or every thirty
Thousand, but each State shail bave at Least one R ; and until such ion shall be made, the State of New Hampshire shall be entitled to
chuse three, Massachusetts eight, Rhode-Island and P one, G five, Neu-York six, New Jersey four, Pennsylvania eight, Delaware
one, Maryland six, Virginia ten, North Carolina five, South Carolina five, and Georgia three.

When vacancies bappen in the Representation from any State, the Executive Autbority thereof shall issue Writs of Election to fill such Vacancies.

The House of Representatives shall chuse their Speaker and other Officers; and shall bave the sole Power of Impeachment.

SECTION 3. The Senate of the United States shall be composed of lwo Senators [rom each State, chosen by the Legislature thereof, for six Years; and each
Senator shall bave one Vote.

Immediately after they shall be assembled in Consequence of the [irst Election, they shall be divided as equally as may be inlo three Classes. The Seats
of the Senators of the first Class shall be vacated at the Expiration of the second Year, of the second Class at the Expiration of the fourth Year, and of the third
Class at the Expiration of the sixth Year, so that one-third may be chosen every second Year; and if Vacancies happen by Resignation, or otherwise, during the
Recess of the Legislature of any State, the Executive thereof may make temporary Appointments until the next Meeting of the Legislature, which shall then fill
such Vacancies.

No Person shall be a Senator who shall not bave attained to the Age of thirty Years, and been nine Years a Citizen of the United States, and who shall
not, when elected, be an Inbabitant of that State for which be shall be chosen.

The Vice President of the United States shall be President of the Senate, but shall bave no Vote, unless they be equally divided.

The Senate shall chuse their other Officers, and also a President pro tempore, in the absence of the Vice President, or uben be shall exercise the Office
of President of the United States.

The Senate shall have the sole Power (o try all Impeachments. When sitting [ar that Purpose, they shall be on Oath or Affirmation. When the President of
the United States is tried, the Chief Justice shall preside: And no Person shail be convicted without the Concurrence of tuwo thirds of the Members present.

Judgment in Cases of Impeachment shall not extend further than to removal from Office, and disqualification to bold and enjoy any Office of bonor, Trust

or Prafit under the United States: but the Party convicted shall nevertheless be liable and subject to Indictment, Trial, judgment and Punisbment, according lo
Lau.




ANS: It doesn’t

» Some rights can be derived from ideas in the
Constitution

» No Right to Privacy is actually spelled out

» Therefore, Privacy in the US is handled
through regulation and other laws such as
the Health Insurance Portability and
Accountability Act in order to ensure that
industries set standards for protecting
privacy and confidentiality.




What do we need to protect?
What should be kept
Private?




Protected Health Information

or
PHI

» Any information collected from patients while
delivering care, that could lead to the identity
of an individual




Scenario 1

» Mrs Lau collects information for student
registration. The information contains TB
clearances, students’ physical examination
reports, and other health information clearing
students to attend school. The information is
all on a flash drive. She loses the flash
drive...

» Has she violated HIPAA by losing the flash
drive?




Scenario 2

» | work at Farrington Medical Center... | have
been sick for the past 2 weeks. | have a sick
note that | turn in to my boss, Alysha, the
head nurse of our department. Alysha leaves
the sick note from my doctor on the front
desk where everyone else in my department
can read it.

» Has my boss, Alysha, violated my HIPAA
rights?




Scenario 3

» My friend works as a security guard at
Farrington Medical Center. He sees me
coming out of the OB/GYN clinic. He gets on
his Facebook account to post:

» “1just saw Brandon coming out of the
OB/GYN Clinic with his girlfriend, | think she’s
pregnant’

» Has he violated my HIPAA rights with that
post?




What guidelines govern
our status as “need to
know” individuals?




Three Letters

» T: Treatment

» P: Payment

- Helping the patient pay for healthcare or billing
patient for health services provided

» Operations

- Normal Healthcare Operations: You need the
information to do your job.




Remember: Without a “need
to know” you will need a
patient’s authorization prior
to releasing his/her
Protected Health
Information (PHI)




Scenario 1

» Your friend, Reyna-Ann, is going out with a
new boyfriend. She tells you his name is
Clayton and she is pretty happy with him.
The next day while you are at work in the

Pathology department at Farrington Medical
Center, you see that Clayton had a test for
STDs done at the medical center and the test
came out positive for Chlamydia. Do you tell
Reyna-Ann about it?




Scenario 2

» Dr Aguinaldo who is a cardiologist, contacts

Dr Cachola who is a nephrology specialist at

Farrington Medical Center. She needs some

advice because her (Dr Aguinaldo’s) patient is

facing multi system organ failure. She does

not have the patient’s authorization to give
this information.

» Has she violated the patient’s HIPAA rights?




Exceptions to the rule

» Organ Donation
» Medical examiners/coroners
» Law enforcement
» Official investigations
» Public Health Activities
» Suspected cases of abuse or neglect




Legal authority to access
information

» Power of Attorney and Advanced Directives
can give access to patient information ONLY
IF the patient is incapacitated

> Only a court of law or 2 doctors can determine
competence




PATIENT RIGHTS

Under HIPAA, patients are ensured rights
concerning their health information.




Rights provided to patients by
HIPAA

» Request a copy of your
medical record

» Right to request restrictions
» Request amendments

» Right to an accounting of
Disclosures

» Right to file a complaint

...........



You cannot have
Confidentiality without
Privacy AND Security




HIPAA Security Requirements

» Protection (physical and technical) of
information in transmission as well as in
storage

» Encryption of all data in storage and while
being e-mailed
» Reasonable precautions to protect PHI

» Safeguarding data from new tech devices that
cah record and transmit information

» Appropriate disposal of all material
containing PHI




Scenario 1

» Dr Grospe was intending to send an e-mail to
Dr Viscarra about a patient. The e-mail
included information on the patient’s
condition, treatment, and medications. She
was supposed to send it to
and accidentally sent
It to :
» Was this a HIPAA violation? Why?



mailto:drviscarra@yahoo.com
mailto:drlau@hotmail.com

Penalties for HIPAA Violations

» Civil monetary fines for the facility up to 1.5
million dollars with no annual limits

» Audits by the Department of Health and
Human Services (DHHS) and the Office of
Civil Rights (OCR)

» States attorney general prosecutions

» Civil lawsuits against the individual




Why HIPAA?

» It’s the right thing to do!
» Respect for the patient.
» Do No Harm.

» Empathy: What if it was your record or ID
that was stolen?

» It’s the law.
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